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Abstract: In wireless networks, the bio-medical data may be vulnerable to attacks like tampering, hacking
etc. This paper proposes wavelet based steganography technique which is used to provide more security which
combines encryption and concealing technique to protect patient confidential data while transmitted over the

public network. To evaluate the effectiveness of

the proposed technique on the ECG signal, distortion

measurement metrics such as Percentage RMSE Difference (PRD) and the other error performance metrics such
as PSNR (Peak Signal to Noise Ratio) and MSE (Mean Square Error).

Index Terms: Confidentiality, conceal, ECG, encryption, steganography, watermarking, wavelet.

1. INTRODUCTION

In remote areas, people always cannot reach medical
centers as it takes long time to reach so that, people
may contact physical health care centers to get health
tips or first aid in case of emergency situations.
Sometimes people may get treatment from doctors
transmitting physiological readings of patients to the
hospital server or medical practitioners and in turn
they provide treatments accordingly. During that time
exchange of database between hospitals needs efficient
and reliable transmission and storage techniques to
cut down the cost of health care. This exchange
involves large amount of vital patient information such
as bhio-signals and medical images. It is utterly
important that patient confidentiality is protected while
data is being transmitted over the public network as
well as when they are stored in hospital servers.
Information hiding, steganography, and watermarking
are three closely related fields that have a great deal of
overlap and share many technical approaches.
However, there are fundamental philosophical
differences that affect the requirements, and thus the
design of a technical solution. Digital watermarking is
mainly used in copyright protection; Steganography is
the science of hiding data (message) inside of other
host data (cover). In terms of steganography, these data
are protected by their secret existence inside the
cover. The transmitted data (hidden data and cover)
are passed through the network like any other data
and anyone who sees them ignores the hidden items.
The information to be hidden is embedded into the
cover object which can be text, image, audio or
video so that the appearance of cover object

doesn’t vary even after the information is hidden.
Information to be hidden + cover object = stego
object\

To add more security the data to be hidden is
encrypted with a key before embedding. To extract the
hidden information one should have the key. A stego
object is one, which looks exactly same as cover
object with an hidden information.

2. RELATED WORKS

The method used in [5], uses new digital watermarking
of ECG data for secure wireless communication. In
this method each ECG sample is quantized using 10
bits and is divided into segments. The segment size
is equal to the chirp signal that they use. Therefore,
for each ECG segment a modulated chirp signal is
added. Patient ID is used in the modulation process of
the chirp signal. Next, the modulated chirp signal is
multiplied by a window dependent factor, and then
added to the ECG signal. The resulting watermarked
signal is 11 bits per sample. The final signal consists of
16 bits per sample, with 11 bits for watermarked ECG
and 5 bits for the factor and patient ID.

Another method used in [6], uses a reversible blind
watermarking for medical images based on wavelet
histogram shifting. In this , medical images such as
MRI is used as host signal. A two dimensional
wavelet transform is applied to the image. Then, the
histogram of the high frequency sub bands is
determined. Next, two thresholds are selected, the first
is in the beginning and the other is in the last portion
of the histogram. For each threshold a zero point is
created by shifting the left histogram part of the first
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threshold to the left, and shifting the right histogram
part of the second threshold to the right. The
locations of the thresholds and the zero points are
used for inserting the binary watermark data. This
algorithm performs well for MRI images but not for
ECG host signals. Moreover, the capacity of this
algorithm is low. Moreover, no encryption key is
involved in its watermarking process.

The method used in [7], uses a new reversible
data hiding technique based on wavelet transform . In
this method is based on applying B-spline wavelet
transform on the original ECG signal to detect QRS
complex. After detecting R waves, Haar lifting wavelet
transform is applied again on the original ECG signal.
Next, the non QRS high frequency wavelet coefficients
are selected by comparing and applying index
subscript mapping. Then, the selected coefficients are
shifted one bit to the left and the watermark is
embedded. Finally, the ECG signal is reconstructed
by applying reverse haar lifting wavelet transform.
Moreover, before they embed the watermark, Arnold
transform is applied for watermark scrambling. This
method has low capacity since it is shifting one bit.
As a result only one bit can be stored for each ECG
sample value. Furthermore, the security in this
algorithm relies on the algorithm itself, it does not
use a user defined key. Finally, this algorithm is
based on normal ECG signal in which QRS complex
can be detected. However, for abnormal signal in
which QRS complex cannot be detected, the
algorithm will not perform well.

In this paper[8], a new steganography technique
is proposed that helps embed confidential information
of patients into specific locations (called special range
numbers) of digital ECG host signal that will cause
minimal distortion to ECG, and at the same time, any
secret  information embedded is completely
extractable. As a result of the large demand of
sending and receiving confidential information of
patients in e- health care systems, and the fact that ECG
samples are large in size, they can be used as hosts to
carry confidential information as secret bits. A new
steganography technique is proposed to hide personal
information of patients inside ECG signals that are
capable of hiding the secret bits in any position of
the digital signal samples including the most significant
bit. In this paper, it has been proven that the proposed
steganography technique does not affect the
significant features of the ECG signals as the

modifications performed on host signals in order to
secret data are not noticeable by naked eyes. The
PRD of modified watermarked ECG segments were
very low for both normal and abnormal ECGs. The
proposed technique uses very simple  mathematical
equations  which can be easily implemented
inside the patient PDA device. On the other hand, the
receiver should know the signal pre-processing
parameters in addition to the selected special range
as the secret key to extract the embedded data.

3. EXISTING SYSTEM
3.1IEMBEDDING PROCESS

A new security technique is used to guarantee
secure  transmission  of  patient  confidential
information.  Firstly, it is based on using
steganography techniques to hide patient confidential
information  inside  patient  biomedical  signal.
Moreover, the proposed technique uses encryption
based model to allow only the authorized persons to
extract the hidden data. In this method, the patient
ECG signal is used as the host signal that will carry the
patient secret information. The various stages involved
are:

First stage is to encrypt the patient confidential
information in such a way that prevents unauthorized
persons and from accessing patient confidential data. In
this stage XOR ciphering technique is used with an
ASCII coded shared key which will play the role of the
security key.

Second stage is the Wavelet decomposition [5],
which is applied to the host signal. Accordingly, sub-
bands resulted from this decomposition process. In
each decomposition iteration the original signal is
divided into two signals. Moreover, the frequency
spectrum is distributed on these two signals. Most of
the important features of the ECG signal are related
to the low frequency signal is called the approximation
signal(A).On the other hand, the high frequency
signal represents mostly the noise part of the ECG
signal is called detail signal (D). As a result, a small
number of the sub-bands will be highly correlated with
the important ECG features while the other sub bands
will be correlated with the noise components in the
original ECG signal .

Third stage is the Embedding process [4],is used

to conceal the encrypted data and the wavelet
decomposed input signal. In this technique,a
scrambling  operation is performed using two
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parameters. First is the shared key known to both the
sender and the receiver? Second is the scrambling
matrix, which is stored inside both the transmitter
and the receiver. Each transmitter/receiver pair has a
unique scrambling matrix.

Final stage is the inverse wavelet process which
will convert the signal to the time domain instead of
combined time and frequency domain. Therefore, the
newly reconstructed watermarked ECG signal will be
very similar to the original unwater marked ECG
signal.

3.2EXTRACTIONPROCESS

Extraction is the process of extracting the secret
information from the watermarked signal. In the
extraction process, first Step is to apply wavelet
decomposition on watermarked signal Next, using
the shared key and scrambling matrix the extraction
operation starts extracting the secret bits in the correct
order according to the sequence rows fetched from
the scrambling matrix. Finally, the extracted secret
bits are decrypted using the same shared key. The
watermark extraction process is almost similar to the
watermarking embedding process except that instead
of changing the bits of the selected node, it is required
to read values of the bits in the selected nodes, and then
resetting them to zero.

In this steganography method, four bits can be
embedded with a maximum alternation of two bits. The
drawbacks of this technique are low data hiding
capacity and more distortion due to hiding process, so it
may degrade the image quality.

4. PROPOSED SYSTEM

The proposed method presents the enhancement of
protection system for secret data communication
through encrypted data concealment in ECG signals.
The proposed encryption technique used to encrypt the
confidential data into unreadable form and not only
enhances the safety of secret carrier information by
making the information inaccessible to any intruder
having a random method. After data encryption, the
data hider will conceal the secret data into the ECG
signal coefficients. Finally, Signal and hidden text will
be recovered without any loss based same methods
which are used at embedding stage. Privacy
Protection system for Confidential data transmission
based on the Secret data concealment within ECG

signal done using Chaos encryption, Wavelet filters
and adaptive least significant bit replacement
technique. Data extraction can be done using the
secret key and decryption takes place by reverse
process that takes place at sender side of secret data.
The overview of the proposed system is shown
below in figure 1.

Input ECG signal Wavelet
Decomposition

Data
Concealment

Secret Chaos

Watermarked
Data Encryption Signal

Recovered Data Extraction
data

Figure 1: Overview of the proposed system

Text
Decryption

Chaotic Encryption Method seems to be much
better than traditional encryption methods used today.
Chaotic encryption is the new direction of
cryptography. It makes use of chaotic system
properties such as sensitive to initial condition and loss
of information Chaotic systems have many
important properties, such as the sensitive dependence
on initial conditions and system parameters,
pseudorandom property, non-periodicity  and
topological transitivity, etc. Most properties meet some
requirements such as diffusion and mixing in the
sense of cryptography [4]. Therefore, chaotic
cryptosystems have more useful and practical
applications. One-dimensional chaotic system with the
advantages of high-level efficiency and simplicity [14],
such as Logistic map, has been widely used now.
Chaos encryption method is one of the advanced
encryption standard to encrypt the image for secure
transmission .It encrypts the original image pixel
values with encryption key value generated from
chaotic sequence with threshold function by bit xor
operation .Here logistic map is used for generation of
chaotic map sequence.

The idea behind the LSB algorithm is to insert the
bits of the hidden message into the least significant
bits of the pixels. A detailed coefficients obtained
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from wavelet domain are used here for concealment
process and a secret message consisting of k bits. The
first bit of message is embedded into the LSB of the
first bit selected coefficient and the second bit of
message is embedded into the second bit location and
so on. The resultant watermarked signal which holds
the secret message with original form and difference
between the input signal and the watermarked signal is
not visually perceptible.

In the extraction process we nearly repeat most of
the steps in the embedding process but in the
reverse order, and the wavelet coefficients of the
watermarked ECG signal are constructed. Then,
scanning is performed on the matrix in a predefined
way using the secret keys to find signal coefficients.
By using the secret key we find coefficients in
highest detail coefficients of the matrix and then
according to their position other coefficients in the
lowest scale will be found. Finally matrix of wavelet
coefficients of the ECG will be constructed, and then
inverse discrete wavelet transform (IDWT) s
applied to the matrix in order to reconstruct the
extracted watermark signal respectively.

5. CONCLUSION

In this method, a steganography algorithm is proposed
to hide patient information as well as diagnostics
information inside ECG signal. This technique will
provide a secured communication and confidentiality
in various systems. Wavelet decomposition is applied
on the ECG signal image to get high and low
frequency components so that encrypted data is hidden
inside  high frequency components results in
watermarked signal. The resultant watermarked ECG
can be used for diagnoses and the hidden data can be
totally extracted but the data hiding capacity is low
in this method. The proposed method allows hiding
more data using adaptive LSB embedding and provides
more security using non-linear chaos encryption
method.  The  performance  comparison  of
steganographic method using images and ECG signal
can be analyzed
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