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Abstract: Certificate revocation is an important task of enlisting and removing the certificates of nodes that have 

been detected to launch attacks on the neighborhood. In this paper, we have addressed a major issue to ensure 

secure communications and file transferring for mobile ad hoc networks, namely, certificate cancellation of 

attacker nodes. For this purpose, Cluster-based Certificate Revocation with Vindication Capability (CCRVC) 

scheme combined with the merits of both voting-based and non-voting based mechanisms to revoke malicious 

certificate and solve the problem of false accusation. The scheme can repeal an accused node based on a single 

node’s accusation, and reduce the cancellation time as compared to the voting-based mechanism. Our scheme can 

quickly revoke the malicious device’s certificate, stop the device access to the network, and enhance network 

security. And also it performs the process of cryptographic puzzles technique for generating security for that file 

sharing. So sharing provides more security compared to the existing system. The extensive results have explained 

that, in comparison with the existing methods, our proposed CCRVC scheme is more effective and efficient in 

revoking certificates of malicious attacker nodes, reducing abrogation time, and improving accuracy and reliability 

of certificate revocation. 
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1. INTRODUCTION 

A Mobile Ad hoc Network (MANET) is one that comes 

together as needed, not automatically with any support 

from the existing Internet infrastructure or any other 

kind of fixed stations. We can characterize this 

statement by defining an ad hoc network as an 

autonomous system of mobile hosts connected by 

wireless links, the fusion of which forms a 

communication network modeled in the form of an 

arbitrary graph. This is in contrast to the well-known 

single hop cellular network model that supports the 

needs of wireless communication by installing base 

stations as access points. In these mobile networks, 

communications between two mobile nodes completely 

rely on the wired backbone and the fixed base stations. 

In a MANET, no such framework exists and the 

network topology may dynamically change in an 

unpredictable manner since nodes are free to move. 

Game theory can provide a useful tool to study the 

security problem in mobile ad hoc networks 

(MANETs). Most of existing works on applying game 

theories to security only consider two players in the 

security game model: an attacker and a defender. While 

this acceptance may be valid for a network with 

centralized administration, it is not pragmatic in 

MANETs, where centralized administration is not 

available. Game theory is a useful tool to provide a 

mathematical framework for modeling and analyzing 

decision problems, since it can address problems where 

multiple players with contradictory goals or incentives 

compete with each other. In game theory, one player’s 

payback depends not only on his/her decisions, but also 

on those of others’ decisions. Similarly, the 

accomplishment of a security scheme in MANETs 

depends not only on the actual bastion strategies, but 

also on the actions taken by the attackers. 

A complete security solution for certificate 

management should encompass three components: 

prevention, detection, and revocation. Certification is a 

prerequisite to secure network communications. It is 

embossed as a data structure in which the public key is 

bound to an attribute by the digital signature of the  

assure, and can be used to verify that a public key 

belongs to an individual and to prevent tampering and 
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forging in mobile ad hoc networks. Many research 

efforts have been dedicated to mitigate malicious 

attacks on the network. Any attack should be 

determined as soon as possible. 

Certificate revocation is an important task of 

enlisting and removing the certificates of nodes that 

have been detected to launch attacks on the 

neighborhood. In this paper, we have addressed a major 

issue to ensure secure communications and file 

transferring for mobile ad hoc networks, namely, 

certificate repudiation of attacker nodes. For this 

purpose, we propose a Cluster-based Certificate 

Revocation with Vindication Capability (CCRVC) 

scheme combined with the merits of both voting-based 

and non-voting based mechanisms to revoke malicious 

certificate and solve the problem of false accusation. 

The arrangement can revoke an accused node based on 

a single node’s accusation, and relive the revocation 

time as compared to the voting-based mechanism. 

 

2. EXISTING SYSTEM 

In existing system recent advances in mean field game 

theory that proposed a novel game theoretic approach 

with multiple players for security in MANETs. The 

mean field game theory provided a powerful 

mathematical tool for problems with a large number of 

players. The scheme can enable an individual node in 

MANETs to make strategic security defense decisions 

without centralized administration. In addition, since 

security defense mechanisms consume precious system 

resources (e.g., energy), and this scheme considered not 

only the security requirement of MANETs but also the 

system resources. Furthermore, each node in the 

proposed scheme only needs to know its own state 

information and the aggregate effect of the other nodes 

in the MANET. Existing system proposed a dynamic 

mean field game theoretic approach to enable an 

individual node in MANETs to make strategic security 

defense decisions without centralized administration. 

The security defense mechanisms in a wireless mobile 

node consume precious system resources (e.g., energy) 

the proposed scheme considers not only the security 

requirement of MANETs but also the system resources. 

 

 

3. PROPOSED SYSTEM 

In proposed scheme is Cluster-based Certificate 

Revocation with Vindication Capability where the 

cluster head plays an important role in detecting the 

falsely accused nodes within its cluster and recovering 

their certificates to solve the issue of false accusation. 

On the other hand, CCRVC inherits the merits of both 

the voting based and non-voting-based schemes, in 

achieving prompt revocation and lowering overhead as 

compared to the voting-based scheme, improving the 

reliability and accuracy as compared to the non-voting-

based scheme. Our scheme can quickly revoke the 

malicious device’s certificate, stop the device access to 

the network, and enhance network security. And also it 

performs the process of cryptographic puzzles 

technique for generating security for that file sharing. 

So sharing provides more security compared to the 

existing system. 

 

3.1Cluster Construction 

In this process first the node formed to transmit and 

also receive the packets in the MANET. Here, set more 

number of nodes for clustering and sending and 

receiving the packets from sender to receiver. Then 50 

nodes are formed for processing. The node formation is 

the first step of our process in which nodes are added in 

to the network. The nodes are in mobile nature and are 

free to move. The Next process is to clustering the 

nodes. In clustering process the nodes presented in the 

network can be grouped and grouping the moving 

nodes. The moving nodes are grouped and again it can 

be moved to some other locations. According to the 

movement of the nodes it can be grouped with every 

node in the network. The newly created grouping 

details are updated in the network. Here, the cluster 

head can be selected with the help of some parameters 

In this process, cluster contains the process of both 

the malicious and normal node. So First it need to select 

the header node for each cluster. Header nodes are 

selected by Cluster-based Certificate Revocation with 

Vindication Capability (CCRVC) scheme combined 

with the merits of both voting-based and non-voting 

based mechanisms. In voting based method elect the 

best node from other node presented in the cluster. 

Selection based on the node processing speed, storage, 

IO process etc. In non-voting based method in any one 

of the node in cluster voluntarily send the packet to 

other node. After header selection Header node sends 

the request (hello packets) to the node in its cluster. 
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Accepted node or properly response node is said to the 

normal. Other nodes are considered as the attacker node 

or malicious node. So need to provide the certificate 

authority. 

 

 

Figure 1: Cluster Construction 

 

3.2 Certificate Authority 

Trusted certificates are typically used to make secure 

connections to a server over the Internet. A certificate is 

prescribed in order to avoid the case that a malicious 

party which happens to be on the path to the target 

server pretends to be the target. Such a synopsis is 

commonly referred to as a man-in-the-middle attack. 

The client needs the CA certificate to verify the CA 

signature on the server certificate, as part of the checks 

before implementing a secure connection. Usually, 

client software—for example, browsers—includes a set 

of trusted CA certificates. That makes sensation in as 

much as users need to trust their client software: A 

malicious or compromised client can skip any security 

check and still fool its users into believing otherwise. 

The customers of a CA are server administrators 

who need a certificate that their servers will present to 

clients. Wholesaling CAs charge to issue certificates, 

and their customers forecast the CA's certificate to be 

included by most web browsers, so that secure relations 

to the certified server work smoothly out of the box. 

The number of web providers and other devices and 

applications that trust a particular certificate authority is 

referred to as ubiquity. Mozilla, which is a non-profit 

management, allot several commercial CA certificates 

with its products. While Mozilla developed their own 

strategy, the CA/Browser Forum developed similar 

guidelines for CA trust. A single CA certificate may be 

common among multiple CAs or their resellers. 

A root CA certificate may be the base to issue 

multiple intermediate CA certificates with varying 

validation requirements. Some Certificate Authorities 

offer Extended Validation (EV) certificates as a more 

rigorous alternative to domain validated certificates. 

One drawback of EV as a solution to the weaknesses of 

domain validation is that attackers could still obtain a 

domain validated certificate for the victim domain, and 

dispose it during an attack; if that occurred, the only 

difference appreciable to the victim user would be a 

blue HTTPS address bar rather than a green one. Few 

users would be likely to recognize this difference as 

indicative of an attack being in progress. 

The guidelines and procedures that have been 

established for the PKI define the trust. This includes 

the capability of end entity certificates to be used for 

certain purposes and prevented from being used for 

other purposes. These instruction and procedures are 

implemented in a sum of ways. For example, the trust 

and the security of the PKI can be established in two 

ways the steps taken to ensure the physical security of 

the server that hosts the CA. The manner in which 

administrative roles for the CA are delegated. 

 

 

Figure.2:  Cluster Header sends the packet to other 

nodes 

 

 

Figure 3: Certificate Authority 

In ad hoc networks, trust is managed locally at the 

individual nodes. A node is not loyal by a given node 

until it presents a certificate, and the node in question 
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verifies that the certificate was issued by a trusted CA, 

and it has not expired nor been revoked. The CAs has 

the following trust management tasks issuing of 

certificates, Storage of certificates, Certificate 

validation, Revocation of certificates. In this process, 

certificate authority need to provide the certificate to 

the each node. This certificate needs the certificate 

parameters like node name, IP address, Private Key, 

Public Key, Creation Time and Expiry Time. In 

repository of Certificate process, details of nodes and 

certification details is stored into the cluster authority 

database. Certificate Validation is validates the each 

node's certificate in each cluster. Revocation of 

Certificate is revocation process is for revocate the false 

accusation nodes and malicious node. 

 

3.3 Node Classification 

Node classification is the process to split the node by its 

character. The characters of the nodes are Malicious 

Node, Legitimate Node, Attacker Node. Malicious 

nodes are the misbehave node, that is it change its time 

frequently without any permission. The malicious node 

may be defined as a node which does not follow the 

exact behavior. Most of the attacks are talented by 

modifying a message or simply not to forward the 

message. The detection engine that is the mechanism 

used to detect malicious behaviors. Legitimate nodes 

are the normal node. And the attacker nodes are the 

virus node, that is it change it IP address and other 

characters. This node classification process splits three 

nodes by two list Warned List, Black List. Process 

places the attacker node to the black list and legitimate 

node to the warned list. Thus the system classifies the 

nodes into the list. The false accusation node remove 

from the both black list and the warned list. This 

consists of two steps that are certificate revocation and 

false accusation revocation. Malicious nodes are 

revocate by the certificate revocation method. And the 

Attacker node is also block by this process. Node 

classification process sometimes considers the 

legitimate node as attacker node. The false accusation 

revocation process revocate the legitimate node. 

 

 

Figure 4: View all the nodes information 

 

3.4 Revocation 

In MANET, attackers can easily disrupt network 

operation by violating routing. The attacker node will 

send the unrelated message continuously to the other 

node and make an attack to authorized node. This will 

make the authorized node not to perform its function 

properly. The attacker node can be detected by using 

the attacker detection methodology. The data will be 

transmitted from the sender node to the receiver node. 

Assuming that the receiver node is an attacker node, 

then the receiver node will send continuously 

acknowledgement to the sender node and affect the 

sender node. These are referred as reply attack and can 

be detected by using the attack detection method. As 

clients leave the system, the certificates should be made 

as invalid even though the certificate lifetime has not 

expired. Certificate revocation processes use a CRL that 

is periodically generated by the authority and 

distributed to all the participants via an overlay network 

with pull or push transfer. The CRL distribution overlay 

is established on the media data transmission network. 

This CRL consist of index that stores the unique id of 

the certificate. 

In certificate revocation process any node in 

network is trying to do some malicious activity and if it 

is detected by some other node, then detector will 

intimate about the accused node to destination, claiming 

that nodes as accuser. Once trusted authority receives 

the complaint, it forwards that information to all nodes 

except to accuser and complained node. So now all 

nodes checks with their buffer whether this node 

previously performed malicious activity or no. Once 

cluster head receives all replays, it sends total number 

of attack count and non-attack counts to trusted 
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authority. Now loyal authority will have all nodes 

replies about that accuser. If maximum number of 

nodes tells that, accused node is attacker, then that node 

is added to black list and intimated to all nodes through 

cluster heads. Else if none of the attackers count is 

more, the node in black list will be released and 

intimated node will be added to list. Revocation process 

revocate the false accusation node from the both black 

list and the warned list. This revocation process consists 

of two steps that are certificate revocation and false 

accusation revocation. Malicious nodes are revocate by 

the certificate revocation method. And the Attacker 

node is also block by this process. Node classification 

process sometimes considers the legitimate node as 

attacker node. The false accusation revocation process 

revocate the legitimate node. And finally it reconstructs 

the whole process. Thus the process provides the 

effective result. 

 

4. SYSTEM ARCHITECTURE 

In this process first create the node for the system. Then 

form the fifteen nodes for the single cluster. Totally 

process contains the forty five nodes and three clusters. 

The cluster contains the process of both the malicious 

and normal node. Select the header node for each 

cluster. Header node sends the request (hello packets) to 

the node in its cluster. Accepted node or properly 

response node is said to the normal. Other nodes are 

considered as the attacker node or malicious node. So 

need to provide the certificate authority. Certificate 

process, certificate authority need to provide the 

certificate to the each node. This certificate needs the 

certificate parameters. Next step details of nodes and 

certification details is stored into the cluster authority 

database. 

Certificate Validation validates the each node's 

certificate in each cluster. Next Revocation of 

Certificate process is for revocate the false accusation 

nodes and malicious node. And finally it reconstructs 

the whole process. Thus the process provides the 

effective result. 

 

 

 

 
 

 

Figure 5: Check false accused node 

 

 

 

 
 

 

Figure 6: System Flow Diagram 

 

5. CONCLUSIONS AND FUTURE WORK 

5.1 Conclusion 

This project addressed a major issue to ensure secure 

communications for mobile ad-hoc networks, 

especially, certificate revocation of attacker nodes. In 

contrast to existing algorithms, propose a cluster-based 

certificate revocation with vindication capability 

scheme combined with the merits of both voting-based 

and non-voting-based mechanisms to revoke malicious 

certificate and solve the problem of false accusation. 

The system can revoke an accused node based on a 
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single node’s accusation, and diminish the revocation 

time as compared to the voting-based mechanism. In 

addition, adopted the cluster-based model to restore 

falsely accused nodes by the CH, thus improving the 

efficiency as compared to the non-voting- based 

mechanism. 

 

5.2 Future Enhancement 

The future enhancement of this process is to securely 

prevent the revocation schemes. Particularly, we have 

proposed a new incentive method to release and restore 

the legitimate nodes, and to raise the number of 

available normal nodes in the network. In doing so, we 

have tolerable nodes to ensure the efficiency of quick 

revocation. The vast results have demonstrated that, in 

comparison with the actual methods, our proposed 

CCRVC scheme is more effective and efficient in 

revoking certificates of  malicious attacker nodes, 

reducing revocation time, and bettering the accuracy 

and reliability of certificate revocation. 
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