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Abstract: With the character of low maintenance, cloud computing enables data owners to outsource their data to 

the cloud server and allows data users to retrieve those data from the cloud server. Usually sensitive data are 

encrypted by data owners before uploaded to the cloud for protecting the privacy of the data, which makes difficult 

to search the encrypted cloud data. Secure rank ordered search scheme has been presented in order to overcome this 

issue. The proposed scheme includes TF×IDF model, vector space model, and tree based index structure and kNN 

algorithm for generating the index, encrypting the index, generating the trapdoor and for searching the encrypted 

data. In order to bring security against revoked users, the proposed scheme supports data user revocation.  

Index Terms: cloud computing, keyword search, ranked search, revocation, searchable encryption, TF×IDF.

1.  INTRODUCTION  

The main goal of cloud computing is to provide on-

demand outsourcing data services for the data users. 

With the advent of low cost and high performance, 

cloud computing enables data owners to outsource their 

data to the cloud server and allows data users to retrieve 

those data from the cloud server. However data users 

and data owners may not fully trust the cloud server. 

Because the cloud server that has the user’s data may 

access the user’s sensitive information (such as e-mails, 

personal health records, photo albums, company 

finance data, tax documents etc.,). 

In order to address the privacy requirements, 

sensitive data are usually encrypted before uploaded to 

the cloud servers. Simply encrypting the data is not 

always enough to ensure privacy. The adversary can 

still learn sensitive information through observing 

access patterns made by data users to the cloud storage. 

Apart from tracking the access patterns by the data user, 

encrypting the sensitive data limits the usability of data 

due to the difficulty of searching the encrypted data 

over the cloud. 

 On addressing the above problem, several 

solutions have been designed by researchers. Their 

solutions for the issues associated with encrypted data 

in the cloud are fully homomorphic encryption (FHE) 

and oblivious RAMs. Fully homomorphic encryption 

(FHE) supports arbitrary computation on cipher texts. It 

enables the program construction for any desirable 

functionality, which can be run on encrypted inputs to 

produce an encryption of the result. However, this 

method works only for medium sized datasets and it is 

too impractical to implement on a large datasets. 

Oblivious RAM completely hides the access pattern of 

the encrypted data in the cloud by continuously 

shuffling the memory. Both fully homomorphic 

encryption (FHE) and oblivious RAM are impractical 

due to their computational overhead. So various search 

schemes have been designed by researchers to achieve 

search functionality over the encrypted cloud data. 

Typically those searchable encryption schemes works 

as follows: First, the data owner generates the keywords 

from the unencrypted document. Then the data owner 

sends the encrypted form of those keywords and 

documents to cloud server. Second, when the data user 

needs to retrieve the encrypted document over the 

cloud, he should query the keyword. So that he send the 

cipher text of the relevant keywords according to the 

document that is needed. Finally, the cloud server 

matches the cipher text of the keywords sent by the data 

user with the cipher text of the keywords sent by the 
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data owner and provides the relevant search results to 

the data user. 

Even though various searchable encryption 

schemes have been developed, it is still difficult to 

achieve search functionality over encrypted document 

as flexible as search functionality over unencrypted 

document. Users can search the document as their wish 

in the case of unencrypted document, but not in the case 

of encrypted document. The main contributions of this 

paper are listed as follows: First, we provide a dynamic 

multi-keyword ranked search scheme over an encrypted 

cloud data. Second, we provide a revocation scheme 

that support user revocation through a novel revocation 

list without updating the secret keys of the remaining 

users. 

The remainder of this paper is organized as 

follows: Review of the related works is discussed in 

Section II, and Section III outline the system model, 

threat model and design goals. The proposed schemes 

are presented in the Section IV. Performance analysis is 

presented in Section V. Section VI concludes the paper. 

 

2. RELATED WORK  

Searchable encryption schemes motivate the data 

owners to outsource their data to cloud and allow the 

users to make a keyword search to retrieve the 

encrypted data. Searchable encryption scheme include 

single keyword search scheme, multi-keyword search 

scheme, single keyword ranked search scheme, multi-

keyword ranked search scheme, dynamic searchable 

encryption scheme. Among them multi-keyword ranked 

search scheme provides better results than other 

searchable encryption schemes. There are two types of 

searchable encryption schemes. They are Searchable 

Public Encryption (SPE) and Searchable Symmetric 

Encryption (SSE). 

 

2.1 Searchable Public Encryption 

Boneh et al. [3], proposed the first searchable public 

encryption, however this scheme is impractical due to 

computational overhead. Boneh et al. [4], proposed the 

conjunctive, subset, and range queries over the 

encrypted data. Hwang et al. [5], proposed a 

conjunctive keyword search scheme that supports 

multi-keyword search. Zhang et al. [6], proposed an 

efficient public key encryption with conjunctive-subset 

keyword search. Conjunctive keyword search schemes 

only retrieve the documents that contain all of the 

keywords in the query. Disjunctive keyword search 

schemes retrieve the documents even if any of the 

single keyword in the query contained in the document. 

Predicate search schemes support both conjunctive 

keyword search scheme and disjunctive keyword search 

scheme. However, these search schemes cannot retrieve 

the acceptable ranked results. Yu et al. [7], proposed a 

multi-keyword top-k retrieval scheme with fully 

homomorphic encryption (FHE). Qin et al. [8], 

proposed a ranked query search scheme that uses a 

mask matrix to retrieve the ranked results. In general, 

Even though searchable public encryption (SPE) allows 

search functionalities over the encrypted data, it is still 

less efficient than the searchable symmetric encryption 

(SSE). 

 

2.2. Searchable Symmetric Encryption 

Song et al. [10], proposed the first searchable 

symmetric encryption. Goh [11], proposed a formal 

security definitions for searchable symmetric 

encryption schemes. Curtmola et al. [12], proposed two 

schemes named as symmetric searchable encryption 

1(SSE1) and symmetric searchable encryption 2(SSE2) 

to provide security against chosen-keyword attack 

(CKA1) and adaptive chosen-keyword attack (CKA2) 

respectively. However, these early works are simple in 

terms of functionality due to the only usage of single 

keyword. 

Multi-keyword Boolean search schemes allow 

users to query multiple keywords. However these 

search schemes cannot retrieve acceptable ranked 

results. 

Ranked search scheme retrieves the most relevant 

documents according to the keyword. Single keyword 

ranked search schemes [13], [14] have realized ranked 

search using order preserving techniques. However, 

they are simple in terms of functionality. Cao et al. [15], 

proposed privacy-preserving multi-keyword ranked 

search scheme with the help of ―coordinate matching‖ 

technique. However their scheme does not consider the 

importance of different keywords. Sun et al. [16], 

proposed privacy-preserving multi-keyword text search 

in cloud supporting similarity-based ranking with the 

help of searchable index tree based on vector space 

model. However, this search scheme results in precision 

loss. Zhang et al. [17], [18] proposed secure ranked 

multi-keyword search for multiple data owners in cloud 
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computing. In this scheme relevant documents are 

retrieved with the help of ―Additive order preserving 

function‖. However these schemes cannot support 

dynamic operations. 

Various dynamic searchable encryption schemes 

have been designed by researchers to support dynamic 

insertion and deletion of the documents. Cash et al. 

[19], proposed a data structure for keyword/identity 

tuple named ―T-sets‖ and then they proposed a dynamic 

searchable encryption scheme [20], based on the T-set 

structure. But this scheme doesn’t realize multi-

keyword ranked search functionality. Zhihua et al. [21], 

proposed a secure and dynamic multi-keyword ranked 

search scheme. This scheme realized ranked results and 

dynamic operations using tree based index structure and 

combination of vector space model and widely used 

TF×IDF model. However, their scheme doesn’t 

consider the user revocation when it comes to multi-

user scheme. 

III.SYSTEM MODEL, THREAT MODEL AND DESIGN 

GOALS 

3.1.System Model 

Let us consider a cloud computing architecture by 

combining with an example that a company uses a 

cloud to enable its staffs to access document. The 

system model consists of three different entities: Data 

owner (i.e., the company manager), Cloud server, Data 

users (i.e., the staffs) as illustrated in Fig: 1. 

 Data owner. The data owner takes charge of user 

registration, searchable index creation, key 

generation, searchable index encryption and user 

revocation. Then the data owner outsources 

revocation list, encrypted documents and encrypted 

indexes to the cloud. The data owner then 

distributes the keys to the data users for generating 

the trapdoor and for decrypting the documents in a 

secure way. In the given example, the data owner 

acted as an administrator of the company. 

Therefore, we assume that data owner is trusted by 

other parties. 

 Cloud server. The cloud server in this system model 

is considered as ―honest-but-curious‖. It is an 

intermediate entity which stores the revocation list, 

encrypted documents and encrypted indexes sent by 

the data owner. When a data user sends the trapdoor 

for retrieving the document, the cloud server checks 

whether the user is authorized user or not through 

the revocation list. Then it calculates the relevance 

score based on the trapdoor that has sent by the data 

user and the index that has sent by the data owner. 

Cloud server then executes the search over the 

index tree. Finally, the cloud server returns the 

relevant encrypted documents to the data user. 

Besides, upon receiving the update information 

from the data owner, the cloud server needs to 

update index, encrypted document collection, 

revocation list according to the information received 

from the data owner. 

 

 

Figure1: System Model 

 Data users. Data users task include user registration 

to the data owner, receiving keys from the data 

owner for generating trapdoor, retrieving the 

encrypted document from the cloud server using the 

trapdoor and at last decrypting the document using 

the key provided by the data owner. In our example 

data users play the role of staffs of the company. 

Note that, staff resignation and the new employee 

participation is possible frequently. Therefore, the 

revocation list is dynamically changed. 

  Data users. Data users task include user registration 

to the data owner, receiving keys from the data 

owner for generating trapdoor, retrieving the 

encrypted document from the cloud server using the 

trapdoor and at last decrypting the document using 

the key provided by the data owner. In our example 

data users play the role of staffs of the company. 

Note that, staff resignation and the new employee 

participation is possible frequently. Therefore, the 

revocation list is dynamically changed. 
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3.2. Threat Model 

In our threat model, both the data owner and authorized 

data users are considered as trusted. But the cloud 

server is considered as ―honest-but-curious‖ (i.e., semi 

trusted cloud server). The cloud server may predict and 

analyses the encrypted documents based on the 

information provided by the data owners and data users. 

We consider two threat models based on possible 

information gathered by the cloud server. 

 Known cipher text model. The cloud server has 

encrypted documents and corresponding 

indexes, which are sent by the data owner. 

Using those information, cloud server can 

conduct cipher-text only attack. 

 Known background model. Upon receiving the 

trapdoor from the data user, the cloud server can 

predict and analyse the relationship between 

trapdoor and indexes. That is to say, the cloud 

server has the ability to know about the index 

construction. 

 

3.3 Design Goals 

Based on the threat model, our system has the following 

design goals 

 Data confidentiality. The encrypted document 

that is outsourced to the cloud server should be 

identifiable only by data owner and authorized 

users. 

 Trapdoor uniqueness. The cloud server should 

not be able to determine trapdoors of the 

documents when a data user searches the same 

document stored at the cloud server again and 

again. 

 Privacy protection of index, trapdoor and 

revocation list: The cloud server should not be 

able to identify the contents of the index, 

trapdoor and the revocation list. 

4. PROPOSED SCHEME 

This section describes the user registration, user 

revocation, searchable index creation, key generation, 

searchable index encryption, file upload, key 

distribution, trapdoor generation, file searching, 

relevance score calculation, search process and dynamic 

update operation. 

 

 

4.1. User Registration 

When a data user Xi makes a registration, the data 

owner computes the unique user ID (Uid). The data 

owner then adds the user ID (Uid) in the revocation list. 

 

4.2. User Revocation 

User revocation is performed by the data owner to 

ensure the confidentiality against the revoked users. 

Data owner update the revocation list each and every 

day even if no data user has been revoked on the day. 

Revocation list is bounded by unique ID (Uid) of the 

data user and updated timestamps. Finally, the data 

owner outsources the revocation list to the cloud server. 

 

4.3 Searchable Index Creation 

In our scheme, the data owner constructs the index 

based on the keyword balanced binary (KBB) tree 

structure. ―Term frequency (TF) × inverse document 

frequency (IDF)‖ model are used to rank the keyword. 

 The data owner generates the keywords from the 

unencrypted document (i.e., Multi-keyword 

generation) as shown in Fig: 2. 

 TF × IDF model is used to rank the document 

according to the keywords. Term frequency 

(TF) means the number of times a generated 

keyword appears within a document. Inverse 

document frequency (IDF) is a statistical weight 

used for measuring the importance of a keyword 

in the document collection. IDF value of 

keyword in a single document is calculated by 

computing log value of division of cardinality of 

the document collection by number of 

documents containing that keyword. Finally 

TF× IDF value of the keyword in document is 

calculated by multiplying TF value and IDF 

value of that keyword as illustrated in Fig: 2. 

 The data owner construct the index based on the 

keyword balanced binary tree structure using the 

normalized TF×IDF values. Fig 3 shows how 

the keyword balanced binary tree is constructed. 

First, Leaf nodes are constructed from the 

documents. Then the internal nodes are 

constructed based on the leaf nodes i.e., index 

value of 2 documents are compared in order to 

construct the internal nodes. After the index 

construction, the data owner encrypts the index. 
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Figure 2: Example for TF×IDF model 

 

 

Figure 3: Example for Keyword Balanced Binary 

Tree 

 

4.4. Key Generation 

In our proposed scheme, Multi-keyword ranked search 

scheme is achieved through kNN computation scheme. 

The data owner takes charge of key generation as 

follows: 

The data owner randomly generates the two (n×n) 

invertible matrices such as MA and MB, and randomly 

generated n bit vector N where n is the number of 

keywords in the single query as illustrated in Fig: 4. 

Note that if four keywords are taken from each 

document, then 4 bit vector and 4×4 invertible matrices 

should be generated randomly as a key. 

 

Figure 4: Example for key generation 

4.5 Searchable Index Encryption 

Keyword balanced binary tree is encrypted using the 

key generated by the data owner. Index vectors are split 

into two random values based on the n bit vector N as 

illustrated in   Fig: 5.  

Iv (i.e., Index Value) (Iv’, Iv’’) 

If N[i] = 0, Iv’[i] and Iv’’[i] will be set equal to Iv[i]; If 

N[i] = 1, Iv’[i] and Iv’’[i] will be set as two random 

values whose sum equals Iv[i]. Finally, EIv (i.e., 

Encrypted Index Value) =  MA
T
Iv’, MB

T
IV’’   as 

illustrated in Fig: 6. 

 

Figure 5: Example for Index Splitting 

 

 

Figure 6: Example for Encrypted Index Value 

 

4.6 File Upload 

Data owner upload the encrypted document collection 

and encrypted index securely to the cloud server. 

 

4.7 Key Distribution 

Data owner distributes the secret key set N, MA, Wq 

Where Wq – Keyword set with IDF values and key 

information of document decryption to the authorized 

data users. 

 

4.8 Trapdoor Generation 

The data user generates the keyword set (K) for 

searching. The unencrypted query vector (Q) is 

generated from the keyword set (K) by applying the key 

that has sent by the data owner, with the length of n, 

where n is the number of keywords in the query. Query 

vector is split into two random vectors based on the n 

bit vector N. 

Q (Q’, Q’’) 

The data user generates the trapdoor by multiplying the 

invertible matrices with Q’ and Q’’ respectively. 
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Trapdoor               {MA
-1

Q`,MB
-1Q

‖} 

Finally, the data user searches the encrypted documents 

using the generated trapdoor. 

 

Fig 7: Example for Query vector splitting 

 

 

Figure 8: Example for Trapdoor Generation 

 

4.9 File Searching 

When a data user needs to search the document over the 

cloud, he will then send the trapdoor of the document 

and the number of documents he wants to retrieve to the 

cloud server.  

 

4.10 Search Process 

Upon receiving the trapdoor from the data user and the 

number of documents he wants to retrieve, cloud server 

calculates the relevance score using the trapdoor from 

the data user and the normalized TF×IDF values in the 

nodes of the indexes. Finally, the cloud server returns 

the top ranked results based on the relevance scores of 

the document as illustrated in the Fig: 9. 

 

 

Figure 9: Example for Searching Process 

 

4.11 Dynamic Update Operation 

Data owner may need to update the document after 

outsourcing the documents to the cloud server. 

Dynamic update operations include insertion and 

deletion of the document. The data owner has the 

unencrypted indexes and documents. 

If the data owner needs to insert the document, he 

will then send the encrypted document along with 

corresponding index to the cloud server. Since the 

searchable encryption scheme has been designed as the 

tree based index structure, the data owner sends the new 

node that contains the encrypted document and 

corresponding indexes. The new node will be added to 

the leaf node of the subtree. In case if there is any fake 

node to balance the tree before inserting the new node, 

the data owner replaces the fake node with new node. 

If the data owner needs to delete the document, 

then the data owner deletes the node that contains the 

document id to be deleted. If the tree is not balanced 

because of the deleted node, then the fake node would 

be created which contains the document ID as null to 

balance the tree. 

5. PERFORMANCE ANALYSIS 

We implement the proposed scheme using ASP.NET 

language in windows 8 operating system. The 

efficiency of user revocation, index construction, 

trapdoor generation, search process, dynamic update 

operation are obtained with an Intel ® core ™ i5-337U 

CPU @1.80 GHz. 

5.1 User Revocation 

 O (m) users are checked in the user revocation. So the 

time complexity for user revocation is O (m). 

 

5.2 Index tree construction 

   Index tree construction involves generating O (m) 

nodes and two multiplications of (n × n) matrix. As a 

whole, the time complexity for index tree construction 

is O (n
2
m). The space complexity of index tree 

construction is O (nm). 

 

5.3 Trapdoor Generation 

Trapdoor generation involves two multiplications of a 

(n × n) matrix, thus the time complexity is O (n
2
). 

 

5.4 Search Process 

Search process involves checking the relevance scores. 

The time complexity of relevance score calculation is O 

(n). Thus, the time complexity of search is O (Ө n log 

m). 
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5.5 Dynamic Update Operation 

Dynamic update operation involves updating leaf node 

and encrypting indexes. The data owner needs to update 

log m nodes and encrypting the indexes takes O (n
2
) 

time. Thus, the time complexity for update operation is 

O (n
2
 log m). 

6. CONCLUSION 

In this paper, secure rank ordering search scheme is 

proposed. This scheme supports multi-keyword search 

which provides ranked acceptable results. This scheme 

also supports dynamic operations such as dynamic 

insertion and deletion. The revocation scheme in this 

paper provides security against revoked users. Keyword 

balanced binary tree is constructed for building index. 

Combination of vector space model and widely used 

TF×IDF model is used to deal with the multi-keyword 

ranked search scheme. Revocation list is constructed to 

provide security in the case of multi-user scheme. 
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