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Abstract- In MANET, the secured way of communication is regarded as a critical issue because of its dynamic
nature. The unique feature of MANET leads to several nontrivial issues for designing security like shared wireless
medium, open network architecture, restricted constraints of resources as well as greater dynamic topology. Moreover,
compromising the functionality of packet routing by any node disrupts the process of route discovery in packets.
Hence, in this approach an efficient data transfer in MANET is proposed utilizing virtual grid architecture for routing
and layer cluster based key management. In virtual grid architecture, the cluster heads are selected depending on the
energy consumed and efficient path with minimal distance is selected for routing. The key management based on layer
cluster generates private and public keys providing encryption of data as well as packet header enabling secured
transmission. The proposed approach is compared with existing approaches and found to be more secured and reliable.
Keywords: MANET, routing, virtual grid, cluster, gateway.

1 INTRODUCTION

Wireless adhoc networks are recently investigated
related to communication owing to its inaccessibility. By
collecting as well as linking terminals for information in
a particular area, a wireless adhoc network is quickly
built. Furthermore, a mobile adhoc network (MANET) is
a network made up entirely of terminals for mobile
information and communicates with one another [1-3]. It
is a network with wide availability of independent or
unattached nodes and is self-contained, decentralised,

and adaptable, supporting routing with multi-hop
nature[4]. An organized communication paves
communication in a dynamic manner among

accumulated nodes that are generated in radio ranges that
are utilized for communication. The nodes that are
intermediately located function as routers, relay data
provided by another node to their destinations, allows
communication within nodes located indirectly in other's
range [5,6].

Because of their versatility, mobile adhoc
networks have become more common in recent years.
For transmitting data between nodes, each node makes a
request to a nearby node using numerous protocols for
routing. However, the mobility nature of the mobile
nodes results in the change of dynamic design of
MANET frequently and shows vulnerability to wide
range of attacks due to features like wireless
communication, resource limitations, as well as complex
topology [7,8]. Furthermore, MANET's lack of
centralised administration necessitates node cooperation
based on the presumption of genuineness and
truthfulness. In practise, these principles are ignored as a
result of user mishbehaviour and the occurrence of denial
of service (DoS) attacks. In addition, malicious attacks
shorten the lifespan of networks and hinder data

transmission, leading to an emergence of security
provision strategies in studies conducted [9,10].

Each MANET node is required for forwarding
traffic and thus acts as a router. As a result, preserving
routing information as well as transmitting packets by
nodes is a difficult job. Because of the complex topology,
nodes lose coverage from one another, resulting in
frequent route failure. When a route fails, packets are
lost, and the node must re-discover the path to the
destination. For MANET, these route reformations add
to the routing protocol's overhead. Apart from dynamic
topologies, other MANET problems include restricted
achievable bandwidth, diverse communication links, and
reduced battery capacity. Because of these
characteristics, routing in MANET is a difficult job that
has attracted a lot of attention from researchers
[11,12].Rechargeable batteries are the primary energy
source for MANET communicative devices, and their
power limits network lifetime and efficiency by affecting
many network metrics. Energy efficiency yields the same
benefits by consuming less energy [13]. Existing
protocols for routing showed increased vulnerability to
attacks and are tedious for sensing traffic fluctuations in
MANET. Certain protocols generated solution which are
ineffective as well as generated serious influence on the
performance of routing [14-16]. The design of a MANET
routing protocol is influenced by a variety of factors such
as resource constraints, mobility, hidden and revealed
terminal issues, bandwidth and so on. As a result, a
routing protocol is to be designed to achieve goals such
as adaptive, completely distributed, loop-free routing,
regular and stable topology, and a low number of
collisions [17]. To accomplish this, an energy-efficient
routing protocol based on multiple constraints is to be
developed.
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Today, key management is essential in computer
security because public-key attacks are vulnerable to a
variety of risks and threats. If keys are not treated
properly, they cause a variety of issues. It's difficult to
keep the keys safe at all times during transmission. Any
entity generates a public and private key pair in order to
create safe communication. These keys must be digitally
certified to confirm that they are legitimate and
correspond to the rightful user. Initially, the user identity
is affirmed and digital certificates are issued. Intrusion in
this approach enables issuing of fake certificates [18-22].
In key management, two or more parties create a shared
key and transmit it to each other using key agreement
protocols and key distribution protocols. Authentication,
forward or backward secrecy, authorisation, anonymity,
non-repudiation, confidentiality, tampering, physical
protection, access control, and so on are all major
security issues in key management protocols [23]. Inside
mobile adhoc networks, there are a number of
vulnerabilities and attacks aimed at key management.
Attacks due to interception of malicious nodes as well as
lack of authentication occur in MANET [24].

Henceforth, an efficient mechanism for data
transfer is designed with the contributions given as,
» Utilization of virtual grid architecture

determining efficient routing path.
» Adoption of layer cluster approach offering
improved security and key management.

The arrangement of paper is: Section 2 elucidates
the relevant works. Proposed framework is detailed in
section 3. Results as well as discussion are explained in
section 4. Finally, work summary is given in section 5.

for

2 RELATED WORKS

Dhruvi et al [25] presented an idea for protecting
the network from attacks against packets caused by
malicious nodes. This approach generated reduced
computation overhead since it did not demand certificate
distribution within nodes. It utilized a signhature model
depending on identity and the obtained results revealed
the successful prevention of attacks.

Chervyakov et al [26] investigated a concept for
organizing the transfer of data across MANET depending
on node disjoint multipath routing as well as coding of
data in a modular manner. It permits usage of schemes
for secret sharing thereby assuring confidentiality as well
as reliability. It also provides a balanced condition in the
loading of network.

Tariq et al [27] utilized an approach adopting
threshold time for dealing with threats. The malicious
node as well as threats were detected by calculating and
analyzing as well as utilizing the reply request. The
robust nature of the existing protocols against the attacks
was evaluated and the quality as well as impacts of

security was assessed. The proposed approach offered
improved reliability.

Vu et al [28] introduced a methodology offering
improved energy efficiency as well as routing
performance. The protocol adopted for routing provided
increased flexibility and network life time. A novel
costing function was adopted which is powerful and
results in increased throughput and minimal consumption
of power.

Uttam et al [29] investigated securely allocating IP
addresses among nodes which are authorized in
MANET. lIssues due to increased rate of packet error,
partitioning and merging of networks were tackled by the
proposed approach. It incurred minimal overhead since
it did not demand flooding of message in MANET and
was found to outcome existing security protocols.

Dang et al [30] analysed the delay regarding
epidemic broadcast in MANET. The mobility, network
as well as trust models introduced were generic and
permitted to attain delay elements. The obtained results
indicated improved accuracy of the approach and the
delay occurred is minimal compared to the packet’s total
delay. The density of networks as well as the velocity of
nodes showed greater influence on overall delay.

3 PROPOSED METHODOLOGY

MANET is a fully distributed network that operate
in a variety of locations, with network association as well
as message distribution performed by the nodes
themselves. It does not demand any particular
transportation for accessing as well as acting as base
stations. MANET is self-contained, with each node
acting as both a host and a router. When a message's
source and destination are both outside of radio range,
MANETSs execute multi-hop routing. Since nodes easily
meet or quit the network at any time, the network
topology is complex and changes over time. Inspite of
these advantages, MANET is subjected to certain
vulnerabilities affecting the security and authentication
of the system. Hence there is a need for developing an
efficient routing along with authenticated key
management in MANET.

3.1 Virtual Grid Architecture For Routing (VGR)

Routing defines the transfer of information from
source to the destination node. The protocol utilized for
routing has to consume minimal energy as well as
distance in an efficient network. Hence, virtual grid
architecture is adopted for managing routing in networks
(VGR). The process flow of the introduced methodology
is shown in figure 1. The steps followed in the
methodology are given as,
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1)
2)

3)

4)
5)

6)

7)

Initially define the network dimension and
parameters which are needed to cover the nodes.
Divide the network into various grids for
routing.

Since the defined nodes had to be located, the p
and q coordinates of the nodes has to be
designed and are deployed in the network
related to its location.

Analyze the locomotion of the sink due to the
presence of communication based on mobile.
The selection of cluster head is dependent on
the energy consumed.

Routing is performed and the route with
minimal distance is selected. This in turn
improves the system stability.

The network parameters are finally estimated
and the performance is evaluated.

and parameters

1

Divide the network into
grids for routing

[ Define network dimensions ]

. J
e l ~
Define p and q coordinates
of nodes
. J
e l ~

Sink locomotion in specific
direction for demonstrating
mobile sink connection

1

Apply CH selection
approach for enhancing
network stability

1

Selection of final route
depending on minimal
distance coverage

| |

[ Performance evaluation J

Figure 1 Process flow

3.1.1 Determination of Coordinates and Gateway

The sensor field is partitioned into smaller grids
which are of equal sized. The total count of cells denote
the sensor node function. The nodes that are placed
adjacent to the infrastructure center are accumulated in a
group and utilized as cell headers. These cell headers are
utilized for managing the information regarding the sink
node’s current location. The cell header does not permit
remaining nodes to involve in re-adjustment procedure.
The neighboring nodes use the gateway nodes for
establishing communication within them. The joining of
gateway node with cell header generates virtual
backbone framework.

The geographical area of MANET is divided into
2-D virtual grids with coordinates (p,q) as shown in
figure 2.

F 3

ql 00 ©0 ----
0,1 | (1L, (©00) [----
0,0 | (1L,0) | (0,0)  ---- R
) >

Figure 2 Determination of coordinates

The gateway is selected in every grid, in which
the gateway is essential for maintainence of routing table
as well as exchange of information in the grid. Any
mobile node is aware of its eight neighbor grids. As in
figure 3, gateways are indicated by black dots and the
transmission range is indicated by large circle.

Figure 3 Determination of gateway
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3.1.2 Mobile Sink Connection

For the mobile sink connection, the sinks with
minimally constrained energy are assumed which
consumes minimal cost for transmission as well as
reception of data. The range of transmission for a mobile
sink is 20-30 times compared to a sensor node. Every
mobile sink performs delineation of the sensor network
region it needs to regulate. The data from the related
region is collected by the corresponding mobile sink and
a reply is send along the path travelled by the query. The
reply will be received by the mobile sink that transmitted
the query and is forwarded to the user.

3.1.3 CH Selection

In each area, every nodes act as cluster head (CH)
for a particular period. The node with maximum
eligibility is selected a s CH at the present period
depending on eligibility attribute (EA). The aim of EA is
to choose a node as CH for maximal time thereby
increasing stability. Every node x estimates the eligibility
attribute EA, with time t as,

EAx(t) = 5,7 +5,(1 - F;,(1)) +
s3Ri(8) + 5,(1 — Dy (0)) 1)
Where, v, (t) = node velocity
R, (t) > energy remaining
F,(t) - time fraction of a node to serve as CH
D, (t) > distance between node and centre
S1, 2,83, S, = scaling factors
The node with highest eligibility is selected as
CH and is given by,
CH = arg maxXye, EAx
()

The algorithm for the selection of cluster is given as
follows,
Input : area a € A, n = node group in a, EAx- eligibility
attribute of node x.
Output : CH for present period in area a.
Selected CH = false;
If (area a # empty) then
estimate 7, = a/ EAx;
Waiting for z,;
/Nf EA is large, another node is CH
If (Int,, EAy = EAx was received) then
Interrupt waiting;
Listen to claim message of CH (a, y);
CH=y;
Selected CH = true;
else
/I EA is small, transmit EAx
while (Selected CH = = false)do
Send EAx.
if (success) then

Send claim message
of CH (a, x);

CH=x;

Selected CH = true;

else

//Occurrence of
collision with a similar EA value node

Waiting for random
time

If (Inwait,EAy >
EAx was received) then

Interrupt waiting;

Listen to claim
message of CH (a, y);

CH=y;

Selected CH = true;

end

end
end
end
end

3.1.4 Final Routing

Each gateway possess a routing table depending
on the information about routing. For enabling the
transmission of data, the node checks the presence of
gateway. At the presence of gateway, the node checks the
routing table and transmits the data to adjacent hop. At
the non-presence of gateway, the data is send to the
gateway which will further forward the data to adjacent
hop. The next hop is determined by the gateway and the
routing path. On the approach of packet towards
destination, the information about routing in gateway
shows increased accuracy. Finally, packets reach the
destination and if it is a gateway, the packet is received
else, the packet is forwarded by the gateway to the
destination in the grid. The routing of packets to the
destination is given in figure 4.

? %

0 1 2 3 4 5

Figure 4 Routing of packets to destination
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The virtual grid architecture includes routing of
intra-grid as well as inter-grid types. The intra-grid
routing determines the active nodes for routing and the
time frames for sleeping as well as active states. The
inter-grid routing discovers the route, finds relay of data
packets as well as maintains routes.

3.2 Key Management Based On Layer Cluster

In layer cluster methodology of key management,
MANET is partitioned into various clusters, in which the
clusters are generally powerful as well as the distribution
of keys, negotiation and updation of common sensor
nodes are performed by cluster heads. This scheme
demands minimal computing requirements as well as
common node storage capacity. In general, the network
possess improved scalability as well as invulnerability.

Initially, the nodes of MANET are divided as
multi-clusters. Every cluster heads of the final layer are
partitioned into multi-clusters and compose the previous
layer of the MANET. Three kind of nodes form the
MANET including trusted third party nodes, nodes
defined as cluster member and nodes defined as cluster
head. The cluster node performs two important tasks.
Realization of key distribution center through system key
management. Initially, each node in final cluster generate
distributed key share and every cluster head holds its
own public/private key pair. The cluster head generates
public key possessing its own identity. The cluster heads
of the layer regards its cluster main private key as private
key share in previous cluster and the node public/private
key of the previous layer cluster is obtained. The
complete distribution key management for the nodes
corresponding to the cluster head is managed by the
cluster head itself.

O LOGICALNODE

Figure 5 Architecture of layer cluster nodes

Each node of MANET possess distinct ID number
and has the ability to find the neighbor node as well as
acquire the information of ID as in figure 5. Meanwhile,
the node has the ability to monitor the behavior of
neighbor node as well as judge its nature. Prior to the
formation of MANET, the initial group of nodes
participating possessed the system parameters adopted
by MANET. Every node has the similar parameters and
at the joining of new node, its authentication by its
neighboring nodes occur. Then the nodes belonging to a
cluster generates a service for private key generation
based on threshold. The nodes obtain the respective
personal private key with possessing their private key
share from each of the node.

3.2.1 Clustering Key For Security

The radius of cluster depends on the network’s
congestion factor denoted by f and T indicates threshold.

e |If f > T, , it denotes that the network
population is greater and hence hop count is set
to one.

o If Tphin <=f<=Tha, it denotes that the network
population is medium and hence the hop count
is set to two.

o If f < Tppn . it denotes that the network
population is sparse and the hop count is set to
three.

The creation of cluster module generates clusters
which do not overlap depending on the valid neighbor set
data. The module for the maintenance of cluster
maintains the information about routing for all cluster
members. It identifies the gateway nodes and the list of
gateway nodes is maintained by all members. The
shortest route to the gateway node is estimated from the
local route table. Additionally, the public key of every
cluster member is maintained for encrypting and
decrypting data and the framework is given in figure 6.

-------------------------------------------------------------------
.
0

SECURITY ENCHANCED ROUTING PROTOCOL |

Yy r

; I CLUSTER CREATION H CLUSTER MAINTENANCE |

Iy [y

| NEIGHBOR VERIFICATION | [ NEIGHBOR MONITORING |

0
.
------------------------------------------------------------------

Figure 6 Framework for security
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If the destination node is present in some other
cluster, forwarding of route discovery packets to the
gateway nodes occur. When the mode is normal, the
forwarding of route discovery packets occur in plain text
and the source node‘s public key is send to node at
destination. The data is encrypted by destination node
using public key and transmits it back to the source.
When the mode is fully secured, along with data
encryption, the packet header of network layer is
encrypted utilizing gateway node’s public key across the
path to destination. Only the relevant node is permitted to
decode the data utilizing private key and hence the data
is not disclosed to unauthorized entities.

For providing robust security, cluster key and
session key is utilized. The CH transmits cluster
information to identity, CH public key as well as
common algorithms for decryption and encryption. The
cluster key is calculated by the node utilizing the public
key of CH. Each cluster node agrees a cluster key and
nodes leave the cluster and joins other cluster due to
mobility.

Consider a cluster head CH as well as mutual key
agreement among the nodes

1) The cluster node P chooses a random number p and
estimates T,(A) which denotes cluster information. The
secret key K, and the message m, is send to CH.

2) When CH receives m,, it calculates K, utilizing T,(A)
from m,. CH, is decrypted with the help of K; and checks
whether node p is valid.

3) The cluster node Q chooses a random number g and
estimates Tq(A) and the secret key K, and the message
mg is send to CH.

2@ nam: Nam.nam

4) When CH receives m,, it calculates K, utilizing Tq(A)
from m,. CH, is decrypted with the help of K, and checks
whether node q is valid, finally estimates the session key
Kpq utilizing the information obtained from P and Q like
To(A) and T4(A).
5) The session key is forwarded by CH to nodes P and Q
with the encryption.
6) The messages between P and Q are encrypted with the
session key.

Thus an authenticated key management is
obtained utilizing layer cluster approach.

4 RESULTS AND DISCUSSION

The proposed approach performs efficient transfer
of data with the adoption of virtual grid architecture for
routing and layer cluster for effective key management.
Initially the nodes are created and neighbor nodes are
discovered and a routing path with minimal length is
identified. The analysis of throughput, packet delivery
ratio and packet drop is also performed. Figure 7
indicates the creation of nodes and figure 8 indicates the
discovery of neighbor nodes. The creation of routing path
is given in figure 9 and the final routing path selected is
given in figure 10. The path of minimal length is opted
for routing and the comparison of throughput, packet
drop, packet delivery ratio of proposed VGR with
existing approaches like LBR and FSR are analysed in
figure 11, 12 and 13 respectively.
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Figure 7 Creation of nodes
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Figure 13 Comparison of packet delivery ratio
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Comparison of energy
consumption

3500000

Energy consumption

LBR FSR
Methods

VGR

Figure 14 Comparison of energy consumption

Figure 14 indicates the comparison of
consumption of energy with existing approaches like
Location based routing (LBR) and Fisheye state routing
(FSR). The results revealed that the proposed approach
consumed minimal energy.

5 CONCLUSION

An effective routing scheme is proposed in this
approach utilizing virtual grid architecture and layer
cluster key. The routing approach depending on virtual
grid minimized the cost by variable strategy of grid
partitioning and maintained reliability in MANET. It
utilized information about the location and facilitated
increased success rate of delivery. In addition to data
encoding, the packet header of the network layer is also
encoded in layer cluster ensuring secured transmission.
Future works comprise of the implementation of
proposed approach in real time environment.
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