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Abstract – Cloud storage system had played a significant role by enabling services such as data storage and 

management. Currently it is at the peak , because of the active migration of massive amount of data to the cloud by 

enterprises, individual users and organizations. A vast volume of data yields enormous value. However it faces 

susceptible security challenges while sharing the data over the network.  The data has to be encrypted by the user 

before uploading for maintaining its secrecy.The introduced approach enables sending vital information in a secret 

way. In this proposed approach, before uploading the data, masking of data is performed by embedding an original 

message into another text. The position of each character of masked data is represented in an index table. The index 

table known as RIF is ciphered using NTRU and then encrypted index table along with masked data in which real data 

gets embedded is send to the receiver side. At the receiver side, decryption is performed to extract the embedded real 

message from masked data. The proposed NTRU achieves faster encryption and decryption compared to powerful 

RSA technique. The faster achievement is due to the simple multiplication of polynomial.  

Keywords: Number Theory Research Unit (NTRU), Real message index file (RIF),Decryption, Cloud,Security. 

 

 

1 INTRODUCTION 

 

Due to the fast expansion of data, it is becoming 

increasingly difficult for consumers to preserve huge 

amounts of data domestically. As a result, many 

businesses prefer cloud storage.So to have a protection of 

data against malicious attack, high level security is 

needed [1-3]. Recently, data sharing in cloud becomes 

one of the most common feature, which makes it possible 

for numerous people to share data with one 

another.These exchanged information contains some 

sensitive informations. So to ensure security to these 

data, some cryptographic techniques were used. 

However, encryption of the whole shared file to mask 

critical information is impossible. [4-6]. A mass of 

research work was carried out to provide protection. One 

of them was virtualization approach, but it fails to 

monitor the attacks which thwart IDS at a tenant virtual 

machine [7] and an another approach involved in cloud 

security is, in order to preserve the encoded domain's 

spatial correlation, homomorphic cryptosystem is used 

[8-13]. To this crypto system, user possesses encryption 

key and data embedding key. It takes more time to 

perform encryption and decryption to retrieve the 

original data but by the proposed approach faster 

encryption and decryption is achieved. Access ontrol has 

been proposed as a viable approach for ensuring 

anonymity in cloud computing. [16, 17]. But, it cannot 

guarantee the trustworthiness of unknown people. The 

majority of conventional systems rely on attribute-based 

techniques to maintain identity secrecy. However, 

correlation analysis of user characteristic information 

poses a danger of identity exposure and it fails to protect 

user attribute privacy [14, 15]. In addition to these 

approaches, existing searchable encryption techniques 

were used [18-23]. It provides inadequacy on the 

required functionality and confidentiality viewpoints, and 

is vulnerable to an inside keyword guessing 

attack.Compared to existing searchable encryption 

scheme, Encryption using two servers and public keys, 

alongside keyword search framework [24] achieves 

strong against inside keyword guessing attack. But it uses 

homomorphic approach to perform security against this 

attack. Analogizing with NTRU, RSA is also a powerful 

existing 1024 bit encryption key and provides good level 

of security and an adequate level of resistance to assaults 

[25-29]. However, NTRU has great advantage in 

generating short keys and it has a capacity to operate 

even under low memory condition. To overcome from 

these issues, this proposed approach focuses in 

generating high level secured data by performing 

masking of data along with the efficient encryption based 

on NTRU. Prior to storing the data on the cloud, the 

suggested work prepare the masked data by embedding 

the original data into another text and the position of 

each character is placed in RIF file which is encrypted 

using NTRU. After performing encryption, it is send to 

the receiver with masked data along with encrypted RIF 

file and the hash value of original data. After retrieving 

the original data by performing decryption. To achieve 

authentication, Hashing is done in the recovered data and 

it compared with the received hash value.  This proposed 

work achieves faster performance, works even under low 

memory condition and tracking of data becomes difficult 

while sharing data over the network.  

The following is the structure of this paper: a 

short preface about existing approaches and its impacts 

and the proposed approach is explained in section 1, 
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Elaborateexplanation of Proposed technique is done in 

section 2, results and discussion is discussed in section 3 

and finally, concluded in section 4.  

 

2 PROPOSED WORK 

 

 This proposed system focuses to perform 

security in cloud against malicious users. To share data 

over the network in a secure way. An efficient method of 

encryption based on NTRU is implemented. Before 

uploading the data, the encryption process is to be done. 

Initially, the original data is embedded into another text 

known as masking. In the index table known as Real 

Message Index file (RIF), the position of each character 

is placed. It is encrypted with the use of NTRU. NTRU is 

quite different from other cryptosystem because security 

is based on integer factorization problem. This 

significant feature in this algorithm assist in obtaining a 

rapid performance for encrypting or decrypting a 

message. To perform this operation, it requires 𝑂(𝑁2) 

time, whereas other crypto technique such as RSA needs 

𝑂(𝑁3) time and also it creates a minimized key size of 

O(N). The performance of this approach is evaluated 

based upon the time required for performing delay time, 

encryption/decryption, security and complexity. Hence 

delay time, encryption and decryption are changed based 

upon the count of bits per second. In this proposed work, 

there is no packet loss while sharing the data over the 

network. The receiver receives the masked data along 

with encrypted RIF and the hash value of original 

message. To obtain the real data, decryption is 

performed. After retrieving the original data, once again 

hashing is performed and then it is analogized with the 

received hash value. If they found to be similar, the 

original data is authenticated.  

 

Parameters involved in NTRU 

  To perform this operation, NTRU takes 

parameters N,P as well as q. N denotes the polynomial 

degree at major N-1, p and q are utilized for decreasing 

the polynomial coefficients, p should be less when 

compared to q with no divisor in common. 

 

Key Generation 

    To secure a message while transmitting between 

two nodes, it needs the creation of private as well as 

public key. f and g which is a key pair of two 

polynomials are created with coefficients lesser when 

compared to q with degree at major N-1 and with 

coefficients  in {-1,0,1} are needed.  

    The polynomial f which was taken has to fulfill 

the need of the existence of inverse modulo p and 

modulo q.   

 

 

2.1 Encryption  

 

     Encryption takes place in the quotient ring of 

polynomials. The operation of NTRU is performed over 

a ring of truncated polynomials.  

𝑃 = 𝑍𝑞[𝑥]/(𝑋𝑁 − 1)                 (1) 

From polynomial P, the polynomial F is computed by 

using the equation, 

𝑓 = (𝑓0, 𝑓1, 𝑓2, 𝑓𝑁−1)         (2) 

 

𝑓 = 𝑓0 + 𝑓1𝑥 + 𝑓𝑁−1𝑥𝑁−1 (3) 

 

Here adding of polynomials is represented as 

pairwise addition related to coefficients of similar 

degree, the multiplication involved here is its 

convolution. The polynomial norm f is defined in the 

normal way, since the square root of the sum of the 

square of its coefficients and width of the polynomial F 

is obtained by taking the differences between its larger 

and smaller coefficient. The rudiment parameter N is 

denoted as the ring dimension and it is choosen to be 

prime to hamper the attack from malicious users and the 

other parameter p and q is also taken as prime and the 

parameter m in the encryption denotes the binary 

polynomial of degree N.  To perform encryption, the 

message to be send is in polynomial m form with 

coefficients  between -1/2 p and ½ p. Receiver chooses 

randomly another value which is known as binding value 

r to obscure the message. The binding value r is selected 

as,  

r1*r2+r3. 

Here 𝑟1, 𝑟2 𝑎𝑛𝑑 𝑟3 are generated by setting them 

to 0. After adding the binding value, the encrypted 

message gets  forwarded to the receiver side. The 

working of encryption is done as represented in fig 1.  

 

 
 

Figure 1 Operation performed in Encryption 
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2.2 Decryption 

 

Receiver performs decryption on the cipher text 

to extract the real message by performing computation. 

Receiver receives the cipher text C and the secret key 𝑆𝑘 

 for decrypting the message as well as the polynomial in 

decryption ‘m’ is evaluated by using, 

𝑚 = 𝐹 ∗ 𝑐(𝑚𝑜𝑑 𝑞)     (4) 

 

Where 𝑆𝑘 = 𝑓, 𝑆𝑘 denotes the secret key  

C= cipher text.  

The coefficient of m is to be selected between –

q/2 and q/2 to avoid decryption problem. It should be 

normally lie in an interval of length q.  

The cipher text retrieved to receiver in terms of 

𝐶1𝑎𝑛𝑑 𝐶2. 𝐶1 𝑎𝑛𝑑 𝐶2 along with 𝑆1, 𝑆2, 𝑒1, 𝑒2 as noise 

terms with h. It utilizes secret key f and joint secret key 

𝑓2 to perform decryption and extract the real message 

from it.  If  the addition of two cipher text 𝐶1 𝑎𝑛𝑑 𝐶2 is 

fed to perform decryption, it returns the addition of two 

plaintext 𝑚1 𝑎𝑛𝑑 𝑚2 respectively by using the private 

key f.  

If the multiplication of two cipher text 

𝐶1 𝑎𝑛𝑑 𝐶2 is given, it returns the multiplication of two 

plaintext 𝑚1𝑎𝑛𝑑 𝑚2 by using the joint secret key f2. The 

working of decryption is performed as represented in the 

figure 2.  

 

 
 

Figure 2 Operation performed in decryption 

 

If the user is found to be authenticated , the 

private key is shared, by using the secret key, the masked 

data in which the real data gets embedded is retrived 

through the process of performing decryption. 

This algorithm varies from other existing 

approaches because  of its following features,  

 Its security gets reduced to shortest vector 

problem 

 Faster performance of encryption and 

decryption  

 High security and  

 Resistance to quantum computing attacks.  

Figure 3 shows Proposed work. The mathematical 

computation done to perform encryption and decryption 

by using NTRU as follows below. 

 

 

 
Figure 3 Proposed work 

 

Algorithm of proposed approach is as follows 

 

Step 1: Obtain the input value as plaintext. 

Step 2: Perform masking 

Step 3: Verify the masked data whether the plaintext was 

existed in the masked data or not. If existed go to step 4 

otherwise go to step2.  

Step 4: Generate RIF from masked data.  

Step 5: Perform encryption using NTRU 

Step 6:Deliver the encoded data to the intended recipient. 

On the receiving end, 

Step 7: retrieve the encrypted data 

Step 8: Perform decryption using NTRU 

Step 9: Obtain the real message from the masked data. 
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Encryption and decryption approach using 

NTRU in this proposed approach is elaborately explained 

as follows, 

 

2.3  Number Theory Research Units (NTRU)  To 

Perform Encryption and Decryption 

 

NTRU is faster when analogized with existing 

powerful 1024 bit RSA key. An NTRU is a 263 bit 

encryption key and the significant feature of this kind of 

an approach is that the finally retrieved ciphered content 

is robust and secure when compared with existing 

encryption techniques. It has great advantage in creating 

short keys and it has a capability to operate even under 

low memory condition. The following operation of 

NTRU is as follows. 

 

2.3.1 Setting Parameters 

 

 To perform encryption, the parameters n, p,q,∝, 

𝜎 as follows. Message space in plaintext 

𝑝 = 𝑅/𝑝𝑅  (5) 

 the parameter p ∈ 𝑅𝑞
∗  defines the above equation 

(1). Polynomial p has a modest coefficient when 

compared to q. 

To encode massive level bits at instant mode, 

we require 

𝑁(𝑝) = |𝑃| = 2𝜴(𝑛)  (6) 

                 The element p is expressed below by obtaining 

the smallest residue of modulus p. 

∑ 𝜀𝑖 ∈ (−
1

2
,

1

2
)0<𝑖<𝑛   (7) 

Since, 

𝑅 = 𝑍[𝑥]/(𝑥𝑛 + 1)   (8) 

An element of R consists of  any element of P 

having infinity norm ≤ (deg (p)+1). ||P|| 

𝛼 which is utilised to generate the keys, is the 

standard deviation related to discrete Gaussian 

distribution. 

 

2.3.2 NTRU Key Generation 

 

Choosing parameters n, q ∈ Z.  

𝑃 = 2 ∈ 𝑅𝑞
𝑥 , 𝜎𝜖𝑅   (9) 

We can sample 𝑓′ from 𝐷𝑍𝑛
, 𝜎 

Let,𝑓 = 2𝑓′ + 1,  if f(mod q)≠ 𝑅𝑞
𝑥  (10) 

Furthermore, we may choose a sample of g from 𝐷𝑍𝑛 , 𝜎 

𝐼𝑓 𝑔(𝑚𝑜𝑑 𝑞) ≠ 𝑅𝑞
𝑥  (11) 

The following keys can be returned eventually, the secret 

key 

𝑆𝑘 = 𝑓 ∈ 𝑅𝑞
𝑥  𝑤𝑖𝑡ℎ f=1(mod2)         (12) 

And Public key 𝑃𝑘 = ℎ = 2𝑔/𝑓 ∈ 𝑅𝑞
𝑥,  

(𝑆𝑘 , 𝑃𝑘) ∈ 𝑅𝑥𝑅𝑞
𝑥 , is the key pair. 

 

2.3.3 NTRU Encryption 

 

m∈ 𝑃,  s,e← 𝑟𝛼  are the plaintext and sample provided 

 Where 𝑟𝛼   is the distribution over polynomials 

and generates cipher text.  

It is computed as follows,  

𝐶 = ℎ𝑠 + 2𝑒 + 𝑚 ∈ 𝑅𝑞 𝑤𝑖𝑡ℎ 𝑃𝑘 = ℎ (13) 

 

2.3.4 NTRU Decryption 

 

    C(cipher text) and 𝑠𝑘 = 𝑓1are provided. 

    Calculate 𝐶1 = 𝑓. 𝑐 ∈ 𝑅𝑞 𝑎𝑛𝑑 using  

𝑚 = 𝑐1(𝑚𝑜𝑑 2) = 𝑓. 𝑐(𝑚𝑜𝑑 2)                   (14) 

= (2 (𝑔𝑠 𝑎𝑛𝑑 𝑒𝑓) + 𝑓𝑚)(𝑚𝑜𝑑 2) ∈ 𝑝            (15) 

 And finally, the value of m is returned. 

 NTRU add ( 𝑃𝑘 , 𝑐1, 𝑐2) and NTRU mult(𝑃𝑘 , 𝑐1, 𝑐2) 

The cipher texts c1 and c2 , 

𝐶1 = ℎ𝑠1 + 2𝑒1 + 𝑚1  ∈ 𝑅𝑞 (16)  

𝐶2 = ℎ𝑠2 + 2𝑒2 + 𝑚2  ∈ 𝑅𝑞 (17) 

with 𝑆1, 𝑠2, 𝑒1 𝑎𝑛𝑑 𝑒2 as noise terms with h, the 

public key, encryption is performed in the plaintext 

𝑚1𝑎𝑛𝑑 𝑚2 respectively.  

The algebraic multiplication shows that to 

retrieve the ciphertext, encryption is done in addition and 

multiplication of plaintext 𝑚1 𝑎𝑛𝑑 𝑚2. It is performed 

by 

𝐶𝑎𝑑𝑑 = 𝐶1 + 𝐶2  (18) 

𝐶𝑚𝑢𝑙𝑡 = 𝐶1. 𝐶2  (19) 

To perform decryption in 𝐶1 + 𝐶2 𝑎𝑛𝑑 𝐶_1. 𝐶2 

with secret key f and joint secret key 𝑓2 

It is computed as follows, 

𝑓(𝑐1 + 𝑐2) = 2(𝑓(𝑒1 + 𝑒2) + 𝑔(𝑆1 + 𝑠2)) +

𝑓(𝑚1 + 𝑚2) ≜ 2𝐸𝐴𝑑𝑑 + 𝑓(𝑚1 + 𝑚2)𝑚𝑜𝑑 2  (20) 

Where, by utilizing the private key f following 

the decoding process, the addition of 2 cipher text 𝐶1and 

𝐶2 is similar to the addition of plaintext 𝑚1 𝑎𝑛𝑑 𝑚2. 

Hence we obtain, 

𝑓2(𝑐1. 𝑐2) = 2(2𝑔2𝑠1𝑠2 + 𝑔𝑠1𝑓(2𝑒2 + 𝑚2) +
𝑔𝑠2𝑓(2𝑒1 + 𝑚1) + 𝑓2(𝑒1𝑚1 + 𝑒2𝑚1 + 2𝑒1𝑒2) +
𝑓2(𝑚1𝑚2) ≜ 2𝐸𝑚𝑢𝑙𝑡 + 𝑓2(𝑚1𝑚2)𝑚𝑜𝑑2                 (21) 

It represents that multiplication of 2 cipher 

texts 𝐶1𝑎𝑛𝑑 𝑐2 is equal to multiplication of plain text 

𝑚1 𝑎𝑛𝑑 𝑚2 using the joint secret key 𝑓2 after 

decryption.  

 

3  RESULTS AND DISCUSSION 

 

To evaluate the proposed system, both the 

algorithms were provided with same set of data and the 

execution time is noted. The time taken for encrypting 

and decrypting the data are measured and taken as 

evaluation metrics. The evaluation is performed with the 

following metrics. 
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3.1 Time for Encryption     

 

 
 

Figure 4 Time for encryption 

 

To perform encryption and decryption and 

creation of key with NTRU is fast and facile when 

compared with RSA. For the encoding or decoding the 

N-length message block, NTRU requires O (N2) 

operation. It performs faster because RSA requires O ( 

𝑁3) operation . In this graph, it clearly shows that, RSA 

takes more time than NTRU. It is represented in fig 4.  

 

3.2 Average Energy Consumption 

 

Average energy consumption is represented in 

fig 5. It clearly indicates that, for every byte of 

information, the energy consumed using NTRU was low 

compared to the consumption of energy using RSA.  

 

 
 

Figure 5 Average energy consumption 

 

3.3 Time Taken for Decryption 

 

The time required to decrypt the data using both 

the algorithm was analogized to assess the proposed 

system functionality. Faster performance is the result of 

simplicity in the implementation of NTRU algorithm. 

The faster performance in NTRU is due to the simple 

multiplication of polynomial. In the below mentioned 

fig.6, it is clearly represented.  

 

 
 

Figure 6 Time taken for decryption 

 

3.4 Average Network Usage 

 

Network usage between NTRU and RSA is 

shown in Fig 7. NTRU shows lower network usage 

compared to RSA. For 128 byte of information, NTRU 

uses 0.6 Kb but the usage in RSA is 0.74 kb. By this, less 

network usage in NTRU is shown.  

 

 
 

Figure 7 Average network usage 

 

3.5 Average Network Delay 

 

The average network delay involves the 

processing delay, transmission delay and propagation 

delay. By considering all this, average network delay is 

computed. It is represented in figure 8. It also shows 

good performance when compared to the existing 
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system. NTRU is found to be quantum safe because still 

there is no algorithm which breaks it in a quantum time.  

  

 
 

Figure 8 Average network delay 

 

 

4 CONCLUSION 

 

With the rapid improvement in cloud computing 

data sharing techniques, several security problems have 

arisen. So to enhance the security and data sharing in 

cloud, this proposed work focuses on masking of data 

and the efficient encryption based on NTRU. By this 

approach, the data’s are protected from the attacks of 

unauthorized users. In future, a huge variety of public 

key cryptographies has to be employed owing to the 

rising need for privacy and security. The suggested 

embedding and retrieval method is frequently utilised in 

the process of encryption. The encryption technique in 

this approach provides robust and secure when 

comparing with prevailing approaches. It is resistant to 

quantum computing threats allowing accelerated 

encoding and decoding. 
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